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***********************End of the first change***************************
***********************Start of the second change************************
4.6
Requirements on MTC-IWF

The functionality of the MTC-IWF includes the following:

-
support ability to satisfy security requirements on Tsp reference point in clause 4. 5.
4.7
Requirements on T8 reference point

The T8 reference point shall fulfil the following requirements:

-
integrity protection, replay protection, confidentiality protection and privacy protection for communication between the SCEF and SCS/AS shall be supported:

-
mutual authentication between two directly communicating entities in the security domains, in which SCEF and SCS respectively reside, shall be supported;

-
the use of mutual authentication shall follow the provisions in clause 5.5;
-
integrity protection and replay protection shall be used;

-
confidentiality protection should be used;

-
privacy shall be provided; 
- 
IMSI shall not be sent outside the 3GPP operator domain.
-
the SCEF shall be able to determine whether the SCS/AS is authorized to send requests to the 3GPP Network Entity;
-
the SCEF may be able to determine whether authorization shall be per UE, or optionally per service per UE.
***********************End of the second change************************
***********************Start of the third change************************
5.4
Security procedures for reference point SCEF – Interworking SCEF

The interface between SCEF and Interworking SCEF shall be protected using NDS/IP as defined in TS 33.210 [15]. 
5.5
Security procedures for reference point SCEF-SCS/AS
5.5.1
Mutual authentication

For authentication of the T8 reference point, mutual authentication based on client and server certificates shall be performed between the SCEF and the SCS/AS using TLS.
Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [17], clauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document. 
5.5.2
Security profiles

TLS shall be used to provide integrity protection, replay protection and confidentiality protection for T8 interface. The support of TLS on T8 interface is mandatory. Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [17], Annex E.
5.5.3
Authorization of SCS/AS’s requests
After the authentication, SCEF determines whether the SCS / AS is authorized to send requests for the 3GPP Network Entity. The SCEF shall authorize the requests from SCS / AS using OAuth-based authorization mechanism, the specific authorization mechanisms shall follow the provisions given in RFC6749 [18].
***********************End of the third change************************
